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BEFORE WE START...

The webinar will run 
about 1 hour.

Last 15 mins for Q&A.

This webinar is recorded, 
and we will share the 

recording in a blog article 
after the webinar

Use the Q&A function to 
send you questions anytime 

during the Webinar.





PANELISTS FOR TODAY

MR. PANAGIOTIS ANASTASIOU
CYBERSECURITY TECHNICAL LEADER -
BUREAU VERITAS MARINE & OFFSHORE

MR. SANJEEV WEWERINKE-SINGH
DIRECTOR - VARUNA MARINE SERVICES B.V.



POLL QUESTIONS

The results of the polls will be published along with 
the in a blog article after the webinar



WHAT'S NEXT??



MR. PANAGIOTIS ANASTASIOU
CYBERSECURITY TECHNICAL LEADER -
BUREAU VERITAS MARINE & OFFSHORE



B U R E A U  V E R I T A S  M A R I N E  &  O F F S H O R E
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T R E N D S  A N D  

L E S S O N S  

K E Y  

V U L N E R A B I L I T I E S

WAY  F O R WA R D

AGENDA



TRENDS AND LESSONS
L E A R N T  F R O M  I N S P E C T I O N S ,  C L A S S  N O T A T I O N  G R A N T S  

A N D  A U D I T S



SHIPS IN SERVICE

>

R E G U L AT I O N

׀ IMO Resolution 428(98) enforced since Jan 

1st 2021

M A R K E T

׀ Growing awareness around technical risks

׀ But still only targeting ISM compliance

M A R I T I M E  AT TA C K S

׀ Maritime Cyber Attacks have increased by 900% in three 

years

׀ Leaked and disclosed ballast water management 

systems cyber attacks scenarios

׀ Infected VPNs



NEW 
CONSTRUCTIONS

>

S H I P YA R D S

׀ Scarce investments to introduce cyber security 

by design

M A R K E T

׀ Pending entry into force of the IACS regulation

׀ Some welcome active initiatives from cutting-edge 

shipyard

R E G U L AT I O N

׀ New UR E26 will enter into force 1st of 

January 2024

• Cyber resilience of ships



MARINE 
EQUIPMENT

>

I S S U E S

׀ Lack of standards

׀ False beliefs and underestimation about risk of 

attacks

׀ Nearly nonexistent support on vulnerabilities

׀ Growing interactions with cloud-based solutions

M A R K E T

׀ Demand is increasing

׀ With already some investments

R E G U L AT I O N

׀ New UR E27 will enter into force 1st of January 2024

• Cyber resilience of on-board systems and 

equipment



KEY VULNERABILITIES 
A N D  R I S K S  T H AT K E E P B E I N G  U N C O V E R E D



Larger attack surface

׀ Digitalization complexity + software obsolescence

׀ Connected propulsion or navigation systems

New threats

׀ 3000% surge in IoT malware activity between Q3 2019 and Q4 
2020 (Source: IBM)

׀ Attack on manufacturers could impact simultaneously all vessels 
using the same equipment all over the world

Impacts

׀ Cargo loss

׀ Time of restoration

NEW MARITIME 
THREATS



Piracy

׀ Hijacked vessel sea routes and ship manifests lead to a modern 
form of maritime piracy.

׀ Criminal organization could invest against shipping industry

׀ Growing usage of Zero-days (16 in 2018, 32 in 2020, 80 in 2021, 
Source: MANDIANT)

׀ Cyber kinetic attacks though OT malware development

Challenges 

׀ Maintain the level of cybersecurity on in-service vessels.

׀ Prepare Cyber secure vessels by design

׀ Push the limits to enable autonomous systems

FUTURE MARITIME 
CHALLENGES



NEXT TWO YEARS
TO WA RD S C Y B E R S EC URITY C O M P LI ANC E



<2018 2019 2020 2021 2022 2023 2024+

Globalised 

Shipping

Management
Performance monitoring

• Vessels operations are 

digitalized and managed 

from the shore

Growing 

connectivity
On-board networks 

interconnections

• Connected 

propulsion or 

navigation systems

• SatCom provide 

growing access to 

any part of the 

vessels

Unmanned

Vessels
Fully remotely 

controlled

• All systems 

remotely 

operated

• No more manual 

ship handing over

Autonomous

Vessels
Artificial Intelligence

• Operations and safety 

rely at 100% on 

onboard systems

Smart

Shipping
Predictive 

Maintenance

• Sensors & IoT

• Efficiency

• Remote 

Maintenance

• Real-Time 

monitoring

• Data Science

Digital 

Twin
Accurate

Prediction

• Correlation with 

external sources

• Machine Learning

• Minimized risk of 

human error

• Enhanced port & 

terminal 

operations

• End-to-end 

supply chain 

optimization

FROM 2017 TO 2024

MARITIME DIGITAL EVOLUTION



2018 2019 2020 2021 2022 2023 2024

Implementation phase

FROM 2017 TO 2024
REGULATION EVOLUTION

BV NR 659
Additional class notations 

for NS, NC, equipment

IACS Rec 166
Recommendations

for NC and equipment

IMO Res 428
Cyber Security

for NS

MANDATORY

+ PORT STATE CONTROLS

IACS UR E26

IACS UR E27
Requirements

for NC and equipment

Rec. 171
Cybersecurity in SMS 

(IMO Res 428 Mandatory)

MANDATORY

CYBER SECURITY 

REQUIREMENTS
All Class Societies

NC and Equipment



Opportunities

׀ See the cyber effort as an enabler, not a constraint

׀ Protect both company and vessels from cyberattacks

׀ Retain rare experienced teams involved in maritime cyber 
security

׀ Reinforce cyber security on existing vessels to give added 
value when reselling

׀ As of today, ask for cyber securing new construction by design 
to distinguish from competitors

SHIPOWNERS 
OPPORTUNITIES



Class notation in line with IMO Regulation

׀ Identification of assets & risks

׀ Protection of critical assets

׀ Detection through procedures

׀ Incident response / recovering procedures

׀ Crew training

SHIPS IN SERVICE



Class notation in line with IACS UR E26

׀ Network segmentation

׀ Network traffic protection

׀ Logical and physical access management

׀ Remote access to onboard equipment

׀ Cyber incidents detection

׀ Restoration & resilience

What’s next?

׀ Support for shipyards during ‘pilot’ phase

׀ Design review

NEW CONSTRUCTION



Type approval in accordance with IACS UR E27

׀ Software hardening

׀ Logical and physical connectivity

׀ Testing

What’s next?

׀ Support for manufacturers during ‘pilot’ phase

׀ Type approval certification

EQUIPMENT



Cybersecurity Technical Leader

Member of IACS Cyber Panel

P A N A G I O T I S  A N A S T A S I O U

▐ panagiotis.anastasiou@bureauveritas.com

▐ mocybermail@bureauveritas.com

BUREAU VERITAS MARINE & OFFSHORE

CONTACT US

mailto:panagiotis.anastasiou@bureauveritas.com
mailto:mocybermail@bureauveritas.com


W W W . B U R E A U V E R I T A S . C O M

https://www.bureauveritas.fr/
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POLL 02



MR. SANJEEV WEWERINKE-SINGH
DIRECTOR - VARUNA MARINE SERVICES B.V.





All four of the largest maritime shipping companies have all been hit by a

ransomware attack between 2017 and Sept 2020.

• French shipping giant CMA CGM has been hit by a ransomware attack

Sept 2020.

• Mediterranean Shipping Company - hit in April 2020 by an unnamed

malware strain that brought down its data center for days.

• COSCO - brought down for weeks by ransomware in July 2018.

• APM-Maersk - taken down for weeks by the NotPetya

ransomware/wiper in 2017.

WILL IT AFFECT US? 



WHAT SHALL 

CYBER RISK 

MANAGEMENT 

INCLUDE?

Identify threats

Understand the external 
cybersecurity threats to the ship. 

Understand the internal cybersecurity 
the threat posed by inappropriate use 

and poor cyber security practices.

Identify vulnerabilities

Develop inventories of onboard systems 
with direct and indirect communications 
links. Understand the consequences of a 
cyber security threat on these systems. 

Understand the capabilities and 
limitations of existing protection 

measures.

Assess risk exposure

Determine the likelihood of vulnerabilities 
being exploited by external threats. 

Determine the likelihood of vulnerabilities 
being exposed by inappropriate use. 

Determine the security and safety impact of 
any individual or combination of 
vulnerabilities being exploited.Develop protection and 

detection measures

Reduce the likelihood of vulnerabilities being 
exploited through protection measures. 

Reduce the potential impact of a vulnerability 
being exploited.

Establish response 

plans

Develop contingency plans to 
effectively respond to identified 

cyber risks.

Respond to and 

recover from cyber 

security incidents

Respond to and recover from 
cybersecurity incidents using the 

contingency plan. Assess the impact of 
the effectiveness of the response plan 

and re-assess threats and 
vulnerabilities.



IACS UR ER 26 and ER 27 
• This Unified Requirement is to be uniformly implemented by IACS Societies on ships contracted for construction on or after 1 January 2024 and

may be used for other ships as non-mandatory guidance.

• Primary goals is to achieve cyber resilience of ships

➢ Identify : Inventory of hardware and software. Inventory to be updated for entire life of ship.
➢ Protect : Security zones, Network Protection Safeguard, Antimalware, Access control, Wireless communication, remote access control

and communication with untrusted network and use of mobile and potable devices
➢ Detect :

• Network Operation Monitoring , Monitoring and recording of device management activities. A monitoring system that can detect
anomalies in networks and that can use post-incident analysis provides the ability to appropriately respond and further recover from
a cyber event.

• Diagnostic functions of CBS and networks :The ability to verify intended operation of the security functions is important to support
management of cyber resilience in the lifetime of the ship. Tools for diagnostic functions may comprise automatic or manual
functions such as self-diagnostics capabilities of each device, or tools for network monitoring (such as ping, traceroute, ipconfig,
netstat, nslookup, Wireshark, nmap, etc.).

➢ Respond : Incident response plan , Local ,independent and/or manual operation , Network isolation, fall back to a minimal risk condition.
➢ Recover : Recovery plan , back up and restore capability , Controlled shut down, reset , roll back and restart.



IACS UR ER 26 and ER 27 
• Test Plan for performance evaluation and testing : 

❖ During operational life of the ship, the Shipowner, with the support of Systems Integrator and Suppliers, shall keep the Test Plan up to
date and aligned with the CBSs onboard the ship and the networks connecting such systems to each other and to other CBSs not
onboard (e.g. ashore).

❖ The Shipowner shall update the Test Plan considering the changes occurred on CBSs and networks onboard, possible emerging risks
related to such changes, new threats, new vulnerabilities and other possible changes in the ship’s operational environment.

❖ The Shipowner shall retain onboard a copy of results of execution of tests and an updated Test Plan and make them available to the
Classification Society.

• Risk Assessment 

❖ A risk assessment shall be carried out in case any of the CBSs falling under the scope of applicability of this UR is excluded from the 
application of relevant requirements. The risk assessment shall provide evidence of the acceptable risk level associated to the excluded 
CBSs.

❖ Such exclusion can be accepted by the Classification Society only if evidence is given that the risk level associated to the operation of 
the CBS is under an acceptable threshold by means of specific risk assessment.

❖ During the operational life of the ship, the Shipowner shall update the risk assessment considering the constant changes in the cyber 
scenario and new weaknesses identified in CBS onboard in a process of continuous improvement.





24/7 Network Monitoring : CyberShell 
It requires a shift in the security mindset from 

“How can I air gap or isolate?” to “How can I stay secure while 

connected?”

How it works:

Non-intrusive

Seamless development

OT Network

Discovery

Continuous 

Monitoring

Integration with Existing 

management systems









Network 

Mapping 

Sample



CYBERSHELL





Finished Intelligence

CyberShell

Remote and Onsite OT Systems

Coverage
• OT and IT
• Fleet-wide / Company-wide
• Own Fleet
• Managed Fleet 
• All Systems, Networks and Devices

Considerations
• Passive OT Monitoring 

(agentless)
• Low Bandwidth 
• Secure Transmission

Monitoring and Alert Management
• 24/7/365
• Tier 1 & Tier 2
• Explanation and direction

Analytics and Reporting
• Monthly/quarterly reports
• Insights and analysis
• Summarized and actionable

Threat Hunting
• Proactive searching
• Advanced threats
• Applied threat intelligence

Finished intelligence requires the right tools, 
technology and domain expertise

Turning raw data into finished, actionable intelligence.

Finished Actionable Intelligence



FLEXIBLE DEPLOYMENT OPTIONS





















You can reach us at: 

• info@varunamarine.eu 

• technical@varunamarine.eu 

• tech@cyberwaves.eu THANK YOU!

Visit our website for more information:
www.varunamarine.eu

OR
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KEY
TAKEAWAYS



+ 31 107 640 935

www.varunamarine.eu

info@varunamarine.eu

CONTACT US AT:

@Varunamarine

@varunamarineservices

FOLLOW US ON:

marketing@varunamarine.eu


