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BEFORE WE START...

The webinar will run 
about 1 hour.

Last 15 mins for Q&A.

This webinar is recorded, 
and we will share the 

recording in a blog article 
after the webinar

Use the Q&A function to 
send you questions anytime 

during the Webinar.



POLLS QUESTION

The results of the polls will be published along with 
the in a blog article after the webinar
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‘17 Maersk NotPetya1) ‘18 COSCO Ransomware2)

‘20 MSC Malware3) ‘20 CMA Ransomware4)

‘20 US-flag Container ship5)

‘20 US tugboat6)



2017TMSA3 includesprocedureandrequirement includingthreat 

identificationrelatedto cyber security.

2018 SIRE VIQ 7 7.14 Cyber Security wasadded.

2022SIRE2.07.5 Cyber Security introduceddetailed requirements. 

2017 Rightshiprevised “InspectionandAssessment Report for Dry

CargoShips”in whichchecklist onrisk assessmentand

contingencyplanforcyber security is added.

2021 RightShip InspectionShip Questionnaire (RISQ) includes  

requirementof cyber security like incorporationof cyber risk 

management inSMS.

The Administration asked the shipowners, ship’s

managers, etc. that cyber risks should be

appropriately addressed in a SMS no later than the

first annual verification of the company’s Document of

Compliance that occurs after 1 January 2021.

Note. Over 22 flag states like USCG, Marshall Island,

Singapore, Australia, Cyprus, Vanuatu decided to

make it compulsory.

2017 IMO approved GUIDELINES ON MARITIME CYBER RISK MANAGEMENT.

2017 IMO has given shipowners and managers until 2021 to incorporate cyber 

risk management into SMS in ISM Code

2018 IACS published 12 recommendations

2021 URs for new ship and equipment/system onboard are issued.

2020 USCG published Vessel Cyber Risk Management

Work Instruction (CVC-WI-027(1)).

2017 U.K government launched Code : 

Cyber Security for Ships

2016 BIMCO published Guidelines on Cyber Security Onboard Ships

2017, 2018. 2nd and 3rd Version of Guidelines on Cyber Security

Onboard Ships .

2020 4th Version of Guidelines on Cyber Security Onboard Ships

2019 DCSA publishes Implementation Guide for Cyber Security 

on Vessels v1.0.





If cyber risk management has not been incorporated into SMS or not implemented, a deficiency should 

be issued with Action Code 30 – Ship Detained or Code 17 – Rectify Prior to Departure.











“ … to be uniformly implemented by IACS

Societies on ships contracted for construction on 

or after 1 January 2024 and by used for other 

ships as non-mandatory guidance.”

1.2 Aim and purpose

To provide a minimum set of requirements for

cyber resilience of ships, with the purpose of

providing technical means to stakeholders 

which lead to cyber resilient ships.



• Inventory of CBSs and networks onboard

• Security zone

• Network protection safeguards

• Antivirus, antimalware, antispam and other 

protections from malicious code

• Access control

• Wireless communication

• Remote access control and communication 

with untrusted networks

• Use of Mobile and Portable Devices

• Network operation monitoring

• Diagnostic functions of CBS and networks

• Incident response plan

• Local, independent and/or manual operation

• Network isolation

• Fallback to a minimal risk condition

• Recovery plan

• Backup and restore capability

• Controlled shutdown, reset, roll-back and

restart



4.3.1 Network operation monitoring

4.3.1.1 Requirement:

Network in scope of this UR shall be continuously monitored, and alarms shall be generated if 

malfunction or reduced / degraded capacity occurs.
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➢ Cyber security in maritime industry is no longer an option as cyber attacks on ships and

shipping companies increase.

➢ Cyber security can not be secured by only administrative security. So IACS published

UR E26 Cyber Resilience of Ships in terms of technical and physical security.

- This 2 URs will have experience period for having feedback from the site, especially 

shipbuilder.

➢ According to UR E26, network operation monitoring system is required for the new ship

after 1 Jan. 2022. KR is conducting the project to develop and verify it through KASS

project.



Thank you for your attention!

Any Questions?

Providing the best service, Creating a better
world

Copyright 2022. Korean Register All rights reserved.
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Overview & Background of DNV Maritime 
Cyber Safety & Security Services

Svante Einarsson, Head of Cyber Security Maritime
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Maritime industry has a wide range of needs when it comes 
to building Cyber Security resilience of companies and fleets
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Assess/Test Improve/Implement Manage/Assure

MARITIME CYBER SECURITY

System design

Hardening of connections

Software configuration

Encryption protocols

Jamming & spoofing

Detection & monitoring

Training & Awareness

Professional skills & qualifications

Emergency drills

Authorizations & authentication

Physical Security

Management Systems

Governance Frameworks

Policies & procedures

Vendor/Third party contracts-follow up

Audit regimes

Technology

People

Process
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The needs of the Maritime Industry is developing 
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Assess/Test

…2016…

On-board assessment & testing

Cyber risks assessment
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The needs of the Maritime Industry is developing 

SMS and Technical 

Doc. Development

Training

Improve

…2018…

Deadline: 1st Jan. 2018



DNV ©

The needs of the Maritime Industry is developing 

Exercises & Surveys

On demand Cyber 

Security Office 

Implement

…2020…

Deadline: 1st Jan. 2021
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Experiences from DNV’s ISM 
auditors 

• IT language too technical

• Gap analysis not utilized effectively 

• There is more focus on IT and less on OT

• Less focus on organizational and personnel needs

• No or limited focus on training, exercises and/or competence

• Unclear lines of responsibility and/or charts of authority on cyber 

• Inadequate implementation of existing cyber security procedures in SMS  

• Difficulties in including cyber security in existing maintenance routines (PMS)
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The needs of the Maritime Industry is developing 

Newbuilding

Ship in Operation

Manage/Assure

…2022…
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Cyber Security in the Class scope for ships and offshore units

Cyber Secure Class Notation (DNVGL-RU-SHIPS Pt.6 Ch.5 Sec.21) Cyber Secure Type Approval (DNVGL-CP-0231)
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• Pre-qualify vessel system’s or component’s security capabilities 

using DNVGL-CP-0231

• Requirements in rules for class notation Cyber secure accepting 

recognized standards IEC62443(control) and  IEC61162-

460(bridge)

Main Class Rules: For all ships and offshore units in DNV class. Few principle requirements. 
(DNVGL-RU-SHIPS Pt.4 Ch.9 or DNVGL-OS-D202)

• Requirements to technical security barriers, management 

system and human behaviour

• Pre-defined scope important and essential systems, and based 

on recognized standards, IEC-62443

• Offers different levels suitable for all vessel segments



DNV ©

Effective Cyber security barriers using Defence in Depth concept

Defence in depth model All layers support cyber resilience
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• Physical & procedural barriers protect vessel 

systems using physical access and procedures 

(patching, access cards, locked cabinets, 

maintenance scans, “human firewall”, …)

• Ship barriers protect connection between zones 

& systems with remote access (VPN, DMZ, …), 

segregation (firewalls, data diodes, …)

• System barriers protect the individual system 

with barriers such as encryption, user control and 

authentication, removable devices, event logging, 

backup and recovery, etc.System 
security

Ship/ 
network 
security

Physical & 
procedural 
security

Cyber Secure Class Notation
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High uptake of Cyber secure verification among yards & suppliers
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* Selected public references from the ~100 vessels and systems

…and more

…and many 

more
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The needs of the Maritime Industry is developing 

Assess/Test

…2016…

On-board assessment & testing
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Cyber risks assessment Exercises & Surveys

SMS and Technical 

Doc. Development

Training

On demand Cyber 

Security Office 

Newbuilding

Ship in Operation

Improve

…2018…

Implement

…2020…

Manage/Assure

…2022…
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www.dnv.com

Thank you!

svante.einarsson@dnv.com

+49 (0)175 49 100 74

mailto:jan.haul@dnvgl.com


MR. SANJEEV WEWERINKE-SINGH
Director - Varuna Marine Services B.V.





All four of the largest maritime shipping companies have all

been hit by a ransomware attack between 2017 and Sept 2020.

• French shipping giant CMA CGM has been hit by a

ransomware attack Sept 2020.

• Mediterranean Shipping Company - hit in April 2020 by an

unnamed malware strain that brought down its data center

for days.

• COSCO - brought down for weeks by ransomware in July

2018.

• APM-Maersk - taken down for weeks by the NotPetya

ransomware/wiper in 2017.

WILL IT AFFECT US? 



WHAT SHALL 

CYBER RISK 

MANAGEMENT 

INCLUDE?

Identify threats

Understand the external 
cybersecurity threats to the ship. 

Understand the internal cybersecurity 
the threat posed by inappropriate use 

and poor cyber security practices.

Identify vulnerabilities

Develop inventories of onboard systems 
with direct and indirect communications 
links. Understand the consequences of a 
cyber security threat on these systems. 

Understand the capabilities and 
limitations of existing protection 

measures.

Assess risk exposure

Determine the likelihood of vulnerabilities 
being exploited by external threats. 

Determine the likelihood of vulnerabilities 
being exposed by inappropriate use. 

Determine the security and safety impact of 
any individual or combination of 
vulnerabilities being exploited.Develop protection and 

detection measures

Reduce the likelihood of vulnerabilities being 
exploited through protection measures. 

Reduce the potential impact of a vulnerability 
being exploited.

Establish response 

plans

Develop contingency plans to 
effectively respond to identified 

cyber risks.

Respond to and 

recover from cyber 

security incidents

Respond to and recover from 
cybersecurity incidents using the 

contingency plan. Assess the impact of 
the effectiveness of the response plan 

and re-assess threats and 
vulnerabilities.



• Relationship between factors influencing risk 

• The four phases of a risk assessment 

• Third party risk assessment 

RISK ASSESSMENT 

INTENT 

OPPORTUNITY

CAPABILTY VULNERABILITY

THREAT

IMPACT

LIKELIHOOD

RISK





24/7 Network Monitoring : CyberShell

It requires a shift in the security mindset from 

“How can I air gap or isolate?” to “How can I stay secure while connected?”

How it works:

Non-intrusive

Seamless development

OT Network

Discovery

Continuous 

Monitoring

Integration with Existing 

management systems









Network 

Mapping 

Sample



CYBERSHELL





Finished Intelligence

CyberShell

Remote and Onsite OT Systems

Coverage
• OT and IT
• Fleet-wide / Company-wide
• Own Fleet
• Managed Fleet 
• All Systems, Networks and Devices

Considerations
• Passive OT Monitoring 

(agentless)
• Low Bandwidth 
• Secure Transmission

Monitoring and Alert Management
• 24/7/365
• Tier 1 & Tier 2
• Explanation and direction

Analytics and Reporting
• Monthly/quarterly reports
• Insights and analysis
• Summarized and actionable

Threat Hunting
• Proactive searching
• Advanced threats
• Applied threat intelligence

Finished intelligence requires the right tools, 
technology and domain expertise

Turning raw data into finished, actionable intelligence.

Finished Actionable Intelligence



FLEXIBLE DEPLOYMENT OPTIONS





















You can reach us at: 

• info@varunamarine.eu 

• technical@varunamarine.

eu 

• tech@cyberwaves.eu 

THANK YOU!

Visit our website for more information:
www.varunamarine.eu

OR
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Conclusion



+ 31 107 640 935

www.varunamarine.eu

info@varunamarine.eu

CONTACT US AT:

@Varunamarine

@varunamarineservices

FOLLOW US ON:

marketing@varunamarine.eu


